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The Vulnerability Economy: Zero-Days, Cybersecurity, and Public Policy 

Inspiration Strikes: Stuxnet   

 Dillon Beresford saw Stuxnet as a challenge.
1
 In the summer and early fall of 2010, news of “Stuxnet” 

appeared in headlines across the globe. At first, vague accounts circulated among computer security professionals: 

VirusBlokAda, an anti-virus company based in Belarus, spotted an odd, malicious new worm.
2
 The purpose of the 

worm was unknown. At first blush, it was not clear what precisely this new piece of malware targeted.
3
 The 

appearance of a new piece of malware, in and of itself, is not particularly newsworthy. New viruses, worms, and 

other forms of malware are regularly discovered.
4
 But, as researchers began to analyze the worm, later christened 

Stuxnet, they quickly realized that they had stumbled onto a much larger story. Stuxnet appeared to have a 

singular, very specific target in its sights: uranium enrichment facilities located in Iran.  

 The discovery that Stuxnet targeted Iran’s nuclear program sparked an international media frenzy.
5
 The 

intrigue was impossible to ignore: Had a piece of malware sabotaged Iran’s nuclear efforts? Had lines of code been 

sent to achieve what sanctions and diplomacy could not? Press accounts dubbed Stuxnet as a new breed of 

“cyberweapon”—an opening salvo in a new era of “cyberwar.”
6
  

 Stuxnet attacked Iranian uranium enrichment facilities in Natanz.
7
 The mechanics of the worm were 

impressive; it relied on four previously unknown flaws, what are known as “zero day” or “0-day” vulnerabilities, in 

Windows software to gain access to vital industrial control systems involved in uranium enrichment.
8
 Industrial 

control systems are computerized systems that are used to control and monitor physical systems; they are widely 

used in many industries, including electric power, water, transportation, and manufacturing.
9
 Stuxnet was 

ingenious. It altered key components of the industrial control system, devices known as programmable logic 

controllers (PLCs), that controlled the operation of centrifuges used in enrichment.
10

 By manipulating the PLCs, 

Stuxnet was able to speed up and slow down the operation of the centrifuges at will, while camouflaging these 

changes from increasingly confused Iranian operators. To on-site observers, the centrifuges appeared to be 

operating as planned; system monitoring reported no unusual activity.
11

 Yet, the damage was real. The fluctuations 

in speed led to the temporary destruction of roughly 20% of the centrifuges operational in Natanz.
12

 A 

cyberweapon caused physical damage. Estimates suggested that the damage at Natanz set back the Iranian 

nuclear program by between 18 months and two years.
13
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 Commentators suggested that Stuxnet must be the work of a nation-state.
14

 Only a nation-sate, or 

possibly collaboration among nations, could harness the resources needed to create something this sophisticated. 

Creating Stuxnet, it was charged, must have been incredibly costly and difficult. Zero-day vulnerabilities, 

particularly in a product such as Windows, are difficult to find. On the black market, a single Windows zero-day can 

sell for six figures.
15

 Typical malware might exploit one previous undiscovered flaw, but four? The use of four 

different zero-days in a single piece of malware was unprecedented.
16

 The expertise or money needed to either 

discover or procure multiple zero-days was, it was assumed, beyond the scope of non-state actors. Additionally, in 

order to disguise itself, Stuxnet used two different stolen digital certificates. Digital certificates work as 

authorization mechanisms that validate software; without a valid certificate, malware might be quickly uncovered 

or blocked from running. While forged certificates had been seen before, the theft of legitimate certificates was 

novel and suggested the work of a very resourceful author.
17

 Finally, Stuxnet demonstrated a great deal of 

understanding of the configuration of the control systems and PLCs at Natanz, information that was hardly widely-

known.
18

 Taken together, observers suggested that only a nation-state could pull off something as complex as 

Stuxnet. Who else could possibly marshal these vast resources in such a sophisticated manner?      

 Dillon Beresford was not convinced. News of Stuxnet was inescapable; the popular press covered it 

breathlessly, providing more and more narrative detail. At the time, Beresford was working as a security 

researcher at NSS Labs in Austin, TX. While the accumulated evidence certainly pointed to the work of state actors, 

Beresford took the claims that only a state could pull off something like Stuxnet as a challenge. Stuxnet inspired 

him. Was creating a sophisticated cyberweapon such as Stuxnet really only possible with the backing of a nation-

state? Maybe he could do it? Maybe it was not quite as hard as it appeared?
19

   

 Beresford set out to see if he could find a previously undiscovered flaw—a zero day—in PLCs similar to 

those that had been attacked by Stuxnet. He was not interested in actually disabling control systems operating in 

the field or causing physical destruction. Rather, he was motivated by curiosity. Was it really so difficult to disrupt 

industrial control systems? To be sure, a government organization was likely behind Stuxnet. Reporting by David 

Sanger at the New York Times, as well as others, identified the United States and Israel as the key players behind 

the worm. But that did not necessarily mean that a Stuxnet-type attack was beyond the reach of non-state actors. 

Perhaps clever and enterprising individuals could do something similar. Beresford decided to see for himself.
20

   

Searching for Zero-Days  

 Dillon Beresford got to work. He borrowed $2,000 from NSS Labs and purchased a few Siemens’ SIMATIC 

Step 7 (S7s) PLCs from PLCTrainer.net, an online vendor.
21

 Stuxnet had also targeted Siemens’ S7s. Working alone 

in his apartment late at night after leaving NSS, Beresford started looking for flaws.
22

 These were not specialized 

laboratory conditions. Beresford later wryly described his no-frills workspace as an “apartment on the wrong side 

of town where I can hear gunshots at night.”
23

 After two months of near-sleepless nights, he found what he was 

looking for.
24

 Working in his spare time, and armed with little more than his laptop and the purchased S7s, 

Beresford found multiple previously undiscovered vulnerabilities.
25

  

 It was a significant discovery. The vulnerabilities impacted multiple lines of Siemens S7 PLCs.
26

 Siemens is 

a leading global provider of control systems and automated equipment. In FY2012, its industrial sales generated 
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$25 billion in revenue.
27

 The vulnerabilities Beresford uncovered had the potential to cause serious damage. The 

S7 PLCs are widely used in a variety of infrastructures and industrial processes, including electricity distribution, 

wastewater plants, manufacturing, and transportation systems.
28

 The new vulnerabilities enabled an enterprising 

attacker to craft exploits—code that takes advantages of a particular vulnerability—that could be used to 

effectively gain “complete control” of the PLCs.
29

 Now, an attacker could reprogram PLCs without authorization 

and control their operation, shutting down PLCs which were supposed to be working, or, perhaps even more 

troubling, manipulating PLCs to perform operations at the discretion of the attacker. Beresford also found a flaw 

that would allow an attacker to change the password protecting a PLC without the operator’s knowledge, 

effectively freezing the engineer out of their own system.
30

 These were not trivial vulnerabilities: altering PLCs 

could—as Stuxnet’s action at Natanz showed—be used to cause physical damage in the real world.       

 The discovery confirmed Beresford’s suspicions: it was not as hard as it looked. Nation-states were not 

the only ones that could wreak havoc on physical systems with malicious exploits. He realized that “it’s not just the 

spooks who have these capabilities” but “[a]verage guys sitting in their basements can pull [it] off” too.
31

 It was a 

discovery that had potentially explosive consequences. In the wrong hands, the vulnerabilities could be used to 

attack infrastructures operating S7 PLCs. Thanks to Siemens’ wide reach; there would likely be no shortage of 

potential targets.   

 Beresford discovered something interesting. Now, a new question emerged: What was he going to do 

with it? 

The Importance of Disclosure: Zero-Day Vulnerabilities and Zero-Day Malware32
 

 Beresford confronted a dilemma familiar to independent security researchers: What should he do with his 

newly discovered vulnerability? Should he release the discovery to the public? Should he report the problem to the 

vendor, while keeping the public—including users of Siemens flawed equipment—in the dark? Could he sell the 

vulnerability? If so, who might buy it and what would they be willing to pay?
33

 

 These questions are not new. The computer industry, policymakers, and independent security researchers 

have debated the issue of vulnerability disclosure for years. The ethical and practical issues are complex. 

Identifying vulnerabilities improves what are invariably flawed pieces of software and hardware.
34

 Even when a 

vendor pours resources into testing and development, unknown flaws will still remain.
35

 Ferreting out unknown 

flaws allows vendors to introduce new patches and updates that enhance security. To this end, independent 

security researchers—such as Beresford—provide a valuable service: They help improve the overall quality of 

computer security.  

 Yet, discovering new vulnerabilities is not an unqualified good. In the wrong hands, a zero-day 

vulnerability can be used to cause significant harm.
36

 Zero-day vulnerabilities are key components of new forms of 

malware.
37

 For an enterprising attacker, vulnerabilities that are not yet recognized by the vendor, anti-virus 

programs, or the general public are a goldmine. Malicious exploits built upon zero-day vulnerabilities, “zero-day 

malware,” are prized by attackers and loathed by those concerned with security. Zero-day malware is new and 

difficult to detect. Anti-virus programs, intrusion detection systems, and other defensive measures, for the most 
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part, cannot defend what they cannot recognize. These forms of malware slip through standard defenses. Until the 

vulnerability is publicly identified and disclosed, zero-day malware can operate with near-impunity.
38

   

 Dillon Beresford was in an incredibly powerful, and potentially lucrative, position. Beresford—or a person 

that finds him or herself in a similar position—has four general options when it comes to disclosing a zero-day 

vulnerability: (1) provide the vulnerability to the vendor (Siemens); (2) release the flaw to the public at large; (3) 

pass the vulnerability to an intermediary, such as the Department of Homeland Security’s ICS-CERT, which can 

coordinate the release of the vulnerability with the vendor and the public; or, (4) sell the vulnerability to an 

interested party.
39

 Each of these options offers a different way of making the vulnerability available to the vendor 

and the public.  

 Beresford’s decision would therefore determine whether or not the discovery would be used to improve 

or undermine security.
 40

 If he disclosed, in some fashion, the vulnerability to the vendor and the public, patches 

and fixes that address the flaw could be introduced. The possibility of creating a new piece of zero-day malware 

would quickly evaporate.
41

 However, if he chose to share his wares exclusively with malicious actors (or use it for 

his own malicious ends), the possibility that a new piece of zero-day malware would be created could become a 

reality. The stakes were high. Beresford’s decision would make all the difference.      

 Confronted with these options, what should a researcher like Beresford do?  How do different modes of 

disclosure alternately benefit the researcher, vendor, and the public?          

Limited Disclosure: Contacting Siemens  

 Beresford could report his findings directly to Siemens, while keeping the details of his discovery 

otherwise secret.
42

 Under this approach, which is sometimes referred to as “limited disclosure,” Siemens would be 

privy to the zero-day flaws, while the larger public, including users of Siemens equipment, would remain in the 

dark.  

 Approaching Siemens directly, would have obvious benefits for both the vendor and the public. Siemens 

could create a new patch or update that fixes the flaw before new malicious exploits can be written.
43

 Since the 

vulnerability is not public knowledge, malicious actors cannot take advantage of the vulnerability for one very 

obvious reason: they do not know it exists. Under this scenario, Siemens could release a new patch or update 

when it is ready and convenient.
44

  Since knowledge of the vulnerability is not widely distributed—as far as 

Beresford and Siemens are aware, they are the only two parties privy to the flaw—Siemens can create a patch 

without worrying that the vulnerability is being exploited in the wild.
45

   

 Yet, there are serious limitations to this approach as well. What would Beresford receive for his efforts? 

Beresford would likely receive no direct compensation for his work. Siemens, like most vendors, does not purchase 

vulnerabilities. Beresford might receive some public credit from Siemens once they release a patch dealing with 

the vulnerabilities that he discovered, but there is no guarantee.  

 Revealing the flaw exclusively to Siemens could also place the public at a certain amount of risk. It is 

impossible to guarantee that knowledge of the vulnerability is actually restricted to Beresford and Siemens. There 
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is no way to know whether or not someone else—a third party—has independently discovered the same 

vulnerability.
46

 Someone else may independently find the same vulnerability before Siemens releases a patch. As 

long as the vulnerability exists without an available fix, it is possible that it is being maliciously exploited.
47

 No 

matter how careful Beresford and Siemens are in controlling information about the zero-day vulnerability, 

someone else may have stumbled upon the same discovery and crafted malware to take advantage of the flaw. 

Users of the flawed Siemens products are more or less defenseless. If Beresford decides to release the information 

only to the vendor, end users will remain vulnerable until Siemens decides to release a fix.
48

 Compounding 

matters, since Beresford has provided Siemens with the information more or less in secret, there might not be a 

strong incentive for Siemens to release a timely patch. The ostensible secrecy might, in some cases, allow vendors 

to ignore vulnerabilities at their discretion.
49

  

 Beresford might be committed to “doing the right thing.” But what does that mean in this case? 

Approaching Siemens directly might not offer the best option. Rather than discreetly providing the vulnerability to 

an audience of one (Siemens), Beresford could release the vulnerability publicly to the widest possible audience.     

Full Disclosure: Fame or Infamy? 

 Beresford could pursue a different path. Rather than releasing the vulnerability directly and exclusively to 

Siemens, he could release the vulnerability widely to the public. Through public release, or “full disclosure” as it is 

known, Siemens, end users, curious observers, and malicious actors, all would receive information about the flaw 

at the same time.
50

 Full disclosure is a great shortcut to fame.
51

 Releasing a new zero-day is sure to make a splash. 

Computer security conferences, such as DEF CON or Black Hat, as well as the Bugtraq mailing list, provide high-

profile venues for the release of a new zero-day.
52

 Beresford would instantly become well known within hacker 

and computer security circles. He was sitting on something that was definitely interesting. In the wake of Stuxnet, 

a series of new zero-days impacting Siemens’ PLCs would be sure to turn a lot of heads. With a simple post to a 

well-read mailing list, or short presentation at a conference, Beresford could potentially catapult himself into the 

national conversation about cybersecurity.    

 Releasing a zero-day publicly—full disclosure—however, is not without controversy. Full disclosure has 

been debated among security researchers for years.
53

 Full disclosure might result in some positives.
54

 Releasing the 

vulnerability to the public will push Siemens to quickly address the new flaw: they cannot afford to ignore a 

publicly released vulnerability.
55

 If Beresford broadcasts the flaw far and wide, Siemens will have to work, develop 

and release a patch as soon as possible. At the same time, public release will allow users of Siemens’ equipment to 

take proactive steps to protect their systems. Someone like Beresford could further justify full disclosure as a type 

of corrective to the spotty developmental practices of Siemens. As a type of naming and shaming, full disclosure 

might, in the long run, push vendors to release products that are better designed and more secure.
56

  

 But, full disclosure might also do a significant amount of harm and turn Beresford into a pariah. It could 

bring him an enormous amount of attention, but ruin his career. Releasing a new vulnerability into the wild, 

without notifying the vendor first, is seen by many within computer security circles as an irresponsible and reckless 

act.
57

 Siemens would certainly be furious. Making a new vulnerability available to the public, allows malicious 

actors to craft new dangerous exploits before security updates can be created and distributed. Without a head-
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start, Siemens will have to move fast to play catch-up. Professionally, Beresford’s move could backfire. As a 

researcher at NSS Labs, his career, to some degree, rests on the ability to work in the service of corporate clients. 

Becoming branded as a “loose cannon” that flaunts his ability to violate the wishes of hardware and software 

developers, might not be a sound career move. Releasing a zero-day publicly might make him a hero in some 

circles, but, to his employer and potential clients it might make him a liability.  

 Responsible Disclosure: A Middle Path 

 Beresford could pursue a middle path between the extremes of limited disclosure and full disclosure. 

Under what has become known as “responsible disclosure,” Beresford could turn over the vulnerability to Siemens 

in secret, as under limited disclosure, but with an important caveat: After a specified time-limit—45 days is 

common, though there is not a universal standard—Beresford would then publicly release the vulnerability. Patch 

or no patch, after the passage of the deadline, Beresford will publish the vulnerability.
58

 A number of third-party 

intermediaries have been created to facilitate responsible disclosure.
59

 In particular, Beresford could report his 

vulnerabilities to ICS-CERT, an intermediary run by the Department of Homeland Security (DHS) devoted to 

industrial control system security. ICS-CERT accepts vulnerabilities form researchers and provides technical details 

to the relevant vendor exclusively for 45 days.
60

 After 45 days, ICS-CERT makes public the vulnerability
61

 

 This third path—responsible disclosure—might be attractive to Beresford. It avoids the free-for-all of full 

disclosure: Vendors are given a head start to work on creating a patch before the flaw is public knowledge and 

open to widespread exploitation.
62

 At the same time, vendors cannot ignore reported vulnerabilities indefinitely. 

The clock is ticking. After the imposed deadline passes, the information will become public.
63

 Further, responsible 

disclosure ensures that Beresford will receive public credit for his discovery. ICS-CERT, other intermediaries, and 

most vendors offer public acknowledgment of researchers that submit vulnerabilities through a process of 

responsible disclosure. Responsible disclosure will help Beresford build a reputation with vendors and potential 

clients as a reasonable partner.
64

 These reputational effects are not necessarily insignificant. For someone like 

Beresford that works for a security company that services corporate clients, the recognition of both his unique skill 

and willingness to engage with industry is an asset. Security researchers often sit, at times uneasily, between the 

world of hackers and the world of corporate security. Responsible disclosure offers a way for researchers like 

Beresford to straddle these two worlds: It allows them to receive prized recognition of their elite skills within the 

community of hackers, while signaling to corporate players that have lucrative security contracts to fill that they 

are in fact “responsible” actors.    

Commercialization: The Market for Zero-Days 

 Someone in Dillon Beresford’s position does not necessarily have to give away his discovery. Another 

possibility hangs in the air: He could sell the vulnerabilities. Why give away your discovery, when you can sell it?  

Zero-days are valuable: Recent reports in the popular press have indicated that particularly prized zero-days can 

fetch six-figures.
65

 Not bad for a few months of work.  

 Siemens is an unlikely buyer. As a matter of corporate policy, most vendors refuse to buy vulnerabilities.
66

 

Others, however, might be more than happy to do business with Beresford. There is a growing market for zero-
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days. Security companies, governments, and criminals are all active in the market for vulnerabilities. Security 

companies, such as Zero Day Initiative (ZDI) and VeriSign, buy zero-days from researchers and use the acquired 

flaws as part of customized security packages that they sell to clients.
67

 By purchasing a new zero-day, a company 

like ZDI can promise to offer its clients protection from flaws of which other competing security companies cannot 

recognize. For these companies, buying a zero-day differentiates their services from other security vendors. For an 

operator using Siemens PLCs, a security firm that can boast exclusive access to cutting-edge, critical security flaws 

might be someone with whom your would like to partner. Some companies, like ZDI, eventually turn over the 

vulnerability to the affected vendor (after providing their clients with exclusive protection for a few months), while 

others keep the purchased information in-house indefinitely, leaving those that do not purchase their services 

exposed.  

 The real money however is not in defense, but in offense. Others buy zero-days for active exploitation—

for offensive operations. Charlie Miller, a well-known hacker and former employee at the National Security 

Agency, recently remarked that the “only people paying are on offense.”
68

 As Stuxnet illustrated nation-states use 

zero-days to create new and undetectable cyberweapons. Unsurprisingly, governments and defense contractors—

including major players such as General Dynamics, Raytheon, and Northrop Grumman—are considered to be the 

largest purchasers of zero-days.
69

 The Siemens vulnerabilities might be particularly attractive to a nation-state 

looking to expand its portfolio of offensive cyberweapons. The vulnerabilities Beresford found impact systems that 

control physical processes across the globe. Attacking these systems might have significant strategic value for a 

military.     

 Beresford could also turn to the criminal underground. Organized crime is, of course, a significant player 

in cybercrime. The Siemens vulnerabilities might not have the same appeal as a vulnerability that impacts widely 

used general software, like Microsoft Internet Explorer or Java, and can be used to get access to coveted consumer 

data.
70

 But, criminals might find that the possibility of threatening utilities—demanding payment in exchange for 

leaving their control systems alone—enticing.
71

    

 For Beresford, selling his wares might be more difficult than it appears. The market for zero-days is not 

transparent: much of the buying and selling happens in informal settings and underground. Connecting with a 

buyer and, more importantly, determining what constitutes a “fair” price for the vulnerabilities are a challenge. 

Generally, the value of vulnerability is shaped by a number of factors—such as how widely used the software is 

and the reliability of exploits taking advantage of the vulnerability.
72

 There is a pressure to sell fast. Zero-days have 

a shelf life: Once the vulnerability is public, their value shrinks to $0.
73

 If someone else discovers and publicly 

releases the vulnerability before Beresford can close the sale, he would be left with a worthless product. 

Additionally, as new versions of software are released, there is a risk that the uncovered flaw will disappear. What 

if Siemens releases a new upgrade for their PLCs and the vulnerability disappears while Beresford is working to 

negotiate a sale? His once valuable discovery would curdle. If he is going to sell, he ought to do it quickly.  
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